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Abstract—Scan chain is a commonly used technique in testing
integrated circuits as it provides observability and controllability
of the internal states of circuits. However, its presence can make
circuits vulnerable to attacks and potentially result in confidential
internal data leakage. In this paper, we propose a novel technique
for obfuscating scan chains using camouflaged flip-flops, which
are designed with the same layout as the original flip-flops but
have the actual functionality of a buffer. Furthermore, we employ
camouflaged logic gates interconnected in special configurations
to increase the difficulty of SAT attack. Experimental results
demonstrate that circuits with only a small number of flip-
flops can already be protected by the proposed technique while
incurring only a minimal area overhead.

Index Terms—scan chain obfuscation, gate camouflage

1. INTRODUCTION

Reverse engineering of integrated circuits is a common
attack that can result in significant risks, including intellectual
property theft, counterfeiting, etc. Various techniques have been
proposed to guard against reverse engineering, including logic
locking [1], camouflaging [2] and insertion of wave-pipelining
paths [3], [4]. Boolean satisfiability attacks (SAT attacks) [5]
have proven to be effective at overcoming these techniques by
utilizing the Boolean representation of a combinational circuit.

To attack a sequential circuit, access to the scan chain is
usually assumed, making flip-flops in the circuit controllable
and observable. Thus, the formulation of the SAT attack be-
comes similar to that of combinational circuits. Dynamic scan
obfuscation [6] was proposed to protect the scan chain by
inserting key-driven logic between scan flip-flops and updat-
ing the obfuscation key periodically. However, this technique
requires the testing flow to be adapted, and moreover, it was
already successfully deobfuscated by ScanSAT attack [7].

In this paper, we introduce a technique to obfuscate the
scan chain by inserting camouflaged flip-flops with a buffer
functionality. This is implemented by a new approach to modify
the doping of the original flip-flop gate without changing its
layout. Accordingly, SAT attacks relying on scan-chain access
do not work anymore. Additionally, camouflaged logic gates are
utilized to introduce fake cyclical paths, further complicating
potential attacks. The testing procedure remains unchanged.

II. SCAN CHAIN OBFUSCATION
A. Main Concept

To protect the scan chain, an obfuscation technique based
on camouflaged flip-flops is proposed. Such components are
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Fig. 1. Effect of a camouflaged flip-flop on the scan chain. a) Flip-flop F2 is
camouflaged. b) Flip-flop F3 is camouflaged.

designed with the same layout as the original flip-flops, but their
functions are converted into buffers by doping modifications.
While shifting in a test sequence, the camouflaged flip-flops
forward the bits to the next real flip-flops in the chain instantly.
In this way, the attacker, who is unaware of the locations of
such gates, cannot control nor observe the desired flip-flops
in the chain. This concept is illustrated in Fig. 1, where a
scan chain with four flip-flops is depicted, one of which is
camouflaged into a buffer. In a simple shift mode attack, the
same scan-in sequence produces the same scan-out sequence for
both cases when the camouflaged flip-flop is F2 and when it is
F3. The testing functionality is unaffected since the generated
test patterns can be applied and read out in the same manner.

B. Gate Camouflage

The camouflaging method proposed in this paper alters the
functionality of the original cells by doping modifications
while not incurring additional fabrication masks. The method
is shown in Fig. 2 using the example of a flip-flop DFFR_X1
gate from 45nm NanGate library [8]. By studying its structure,
a clock stage, an active-low latch, an active-high latch, and
an output stage can be identified. In the active-high latch part,
a p-well and an n-well are interchanged under the poly gate
of M18 and M19 transistors, effectively shorting them. The
other two transistors on this path, M17 and M20, then form an
inverter. Meanwhile, M22 and M23 transistors are disconnected
by changing the dopants around the poly gate. The active-high
latch is thus bypassed, and the flip-flop is modified into a latch
that is transparent when the clock signal is low.

The active-low latch can be further converted into a buffer by
changing the doping in the clock stage. The signal net_0, which
is the inverted clock signal in the original gate, is connected to
VDD by shorting the M1 transistor. To prevent the short-circuit
between VDD and VSS, the M2 transistor is disconnected.
Since the net_0 signal opens the active-low latch when it
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Fig. 2. Modified DFFR_X1 flip-flop, resulting in a buffer functionality (F'F'p).

is high, the latch is always transparent, and the whole gate
functions as a buffer, which is henceforth called an F'Fp gate.

Other logic gates can be camouflaged similarly. For instance,
a NAND gate can be modified into an inverter by short-
ing/disconnecting transistors that are controlled by one of its
input pins. This effectively disconnects the input pin from the
gate and makes the output of this gate not affected by it.

C. Insertion Strategy

Usually in regular designs, many flip-flops have combina-
tional feedback paths. On the other hand, the inserted camou-
flaged flip-flops cannot have any combinational feedback paths,
since that would presume the existence of combinational loops.
By observing if a flip-flop has a feedback path, an attacker can
easily recognize that the flip-flop is real, reducing the attack’s
scope. To hide the real flip-flops, F'Fp gates are inserted in
particular places in the design to minimize the number of
self-looped flip-flops. Additionally, two-input NAND and NOR
gates converted into inverters are utilized, with the disconnected
input pin used to create cyclical paths. These camouflaged
inverter gates are referred to as I NV, in the next section.

III. EXPERIMENTAL RESULTS

Since all flip-flops are treated as potential F'F'p gates during
an attack, combinational loops are created if flip-flops have
feedback paths. Hence, the open-source CycSAT attack [9] that
can break loops in the Boolean formulation was used to locate
the FFp and TNV gates. The attack was performed on a
server with a 3.40 GHz Xeon E-2124G processor with 32 GB
of RAM memory. The operating system was Linux.

The general performance of the obfuscation technique was
analyzed using ISCAS89 benchmarks, and the results are shown
in Fig 3. The number of inserted F'Fp gates was a certain
percentage of the total number of flip-flops in the circuit.
Additionally, a certain percentage of inverters were selected and
replaced with INV gates, half of them having a layout of a
two-input NAND gate and half of a two-input NOR gate. All
flip-flops were interconnected in the scan chain. Since different
scan chain orders could lead to different attack results, ten
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Fig. 3. Percentage of CycSAT attacks reaching timeout.

different scan chain orders were generated randomly for each
benchmark to obtain a rough estimation. The timeout value was
set to 1 hour. As shown from Fig 3, the CycSAT attack reached
a timeout in most cases by running into an infinite loop. The
effect was more pronounced in bigger benchmarks and for a
higher percentage of I NV gates inserted.

IV. CONCLUSION
We have proposed a novel approach for scan chain obfus-
cation by using camouflaged sequential and logic gates. We
demonstrated that a high level of scan chain obfuscation can
be achieved with a minimal area overhead while not affecting
the original testing functionality.
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